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anti-virus software. - Borrow or lend USB memory devices from/to others - Post your
personal information on the Web, etc. =+ These are risky actions

financial difficul

~ Always use antivirus software.

o [cpmm. Syem) or spplicaton may infec your PC take control of your pc orobtain pmml
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Cyber Security in Campus

= Protecting information assets of the university from a variety of threats is what information security is all about.
Examples include preventing documents and ledger sheets from being stolen while left unattended, and protecting servers
and computers from viruses.

Information assets of the university (Examples)
S Y - 3
etwork devices
Servers PCs and tablets USB flash CD-R Documents/ Digital cameras
(Rosﬁ':sn:suybs i es) drives (OVD.MO)  ledger sheets (8D cards)
De!erioralionlbreakdown

Deterioration of computers

and USB flash drives

Breakdown of other electronic devices,
etc

Loss
Theft Lost on the campus
Cer break-ins Lefton the overhead
Stolen when rack of a train
left unattended Infrcen managemem
« Larceny, etc.

Threats (events)

Unauthorized Virus infection Disasters

access ‘ * Infection via website + Damage from

+ impersonation « Infection via email earthquake, fire, flood,
+ Mistake during * Infecton vs USB or other disasters

account registration, etc.

! . ! ==
Information Security Incident Trends —
[ ] 62% of Ieakage is caused by human errors including operation errors, loss,

and i in 84% of cases, leakage occurs in situations where it is

difficult to it ical measures (situati where users must adhere to rules).
[Causes of [Route of
information leakage] | . [WOUWES | -
No. 1: Mismanagement Information leakage]
No. 2: Operation errors 1 Eapeq e

&, 0pe - No. 2: The Internet :
No. 4: Loss/ No. 3: Email v

4 . 3: Email
misplacement

ortant documerts

d place
s: Wrong addresses on
emall,etc ‘Source: NPO Japan Network Security Association,

It is important that each individual maintains high awareness of information security

and manages and uses information assets in an appropriate manner.

2 Copyright © Kumamoto University

Copyright © Kumamoto University
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